lice and Bob, who live in New York
A and Los Angeles, respectively,

want to decide in which city to
meet. They agree to toss a coin, but they
can communicate only by telephone.
Somehow, they must find a way of tossing
the coin without suspecting each other of
cheating.

Manuel Blum of the University of
California at Berkeley says he has a solu-
tion not only to the dilemma facing Alice
and Bob, but also to potential problems of
cheating in the high-technology world of
telephone-linked computers. Blum, a
computer scientist, works on “transaction
protection protocols,” methods of ex-
changing secrets or signing contracts
using telephone-linked computers. The
basis of his schemes is a mathematical
equivalent of tossing a coin that Blum says
eliminates practically all possibilities of
lying or cheating to gain an advantage
over a rival.

The coin-toss algorithm is an ingenious
blend of the capabilities of modern, high-
speed computers and ancient Euclidean
mathematics. It is based on an algorithm
invented recently by Michael O. Rabin of
Harvard University’s computer science
department. Rabin’s algorithm, which he
named the “oblivious transfer,” provides a
powerful solution for protecting both par-
ties’ interests in telephone transactions.

What excites computer scientists is the
possibility that they can adapt the oblivi-
ous transfer method to ensure the fairness
of a variety of business transactions. “This
is not a question of secrecy of messages,”
says Rabin. “What people are seeking is
protection from each other.” Rabin and
Blum look for methods or protocols that
ensure people behave as they promise.

The oblivious transfer depends on two
important principles. First, computer sci-
entists have shown that it is possible to
determine quickly whether a 60-digit
number is a prime number; that is, divisi-
ble only by the number one and itself. A
programed personal home computer can
do this in about half a minute.

Second, computer scientists believe
that it is almost impossible to factor a
120-digit or larger number. This has not
been proved, but mathematicians have
strong evidence that supports this idea,
and Rabin says, “The security of a system
is provably equivalent to the difficulty of
factorization.”

As in many computer security and en-
cryption systems, modular arithmetic
plays an important role. Given two inte-

gers, a and n, the remainder of a divided by’

n is a(mod n). For example, 7(mod 5) is 2;
13(mod 5) is 3. In this system of arithmetic,
a negative number, —a, is treated in the
same way as (n—a)(mod n). Thus,
—2(mod 5) is the same as (5—2)(mod 5) or
3(mod 5). The answer is 3.

Here’s how the oblivious transfer would
work in the case of a coin toss.
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l 7(mod S)=2

Alice and Bob use their linked personal
computers to perform the coin toss. Nor-
mally, the computers would deal with 60-
and 120-digit numbers and go through the
procedure in less time than it takes some-
one to read this example. However, to
make the example easier to follow, Alice
selects much smaller numbers than those
a computer would handle.

Alice, in New York, starts the coin toss
by selecting two prime numbers, 7 and 13.
She multiplies the numbers together and
sends the product, 91, to Bob. She keeps
the numbers 7 and 13 secret. Bob wins the
toss if he can factor 91; that is, find 7 and 13.

Suppose that Bob, in Los Angeles, can-
not factor 91. First, he can check whether
Alice is cheating. For example, she could
have sent a number that can'’t be factored.
The number shouldn’t be even, and Bob’s
computer has efficient tests to show
whether the number is a prime or a power
of a prime.

Once he finishes checking, Bob ran-
domly selects an integer, say 11, between 1
and 91. The integer may, by chance, turn
out to be a factor of 91, and therefore he
wins the toss immediately. However, the
chances of this happening with a 120-digit
number are incredibly small.

Bob squares 11 to get 121, then divides
by 91 and finds that the remainder from the
division is 30. He sends this remainder to
Alice. He keeps the number 11 secret.

Alice looks for numbers that will give a
remainder of 30. In this case, she can do it
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by trial and error, but there are other
methods available. She finds two pairs:
+11 and *=24. She can send either 11 or 24
to Bob. One of the numbers is Bob’s num-
ber, but Alice does not know which one of
the two is his.

If Bob receives 11 from Alice, he has no
new information and loses the toss be-
cause he can’t factor 91. If he receives 24,
then he adds his own number, 11, to 24 and
gets 35. The lowest common divisor of 35
and 91 is 7. This will automatically be a
factor of 91, according to a Euclidean al-
gorithm, and Bob wins the toss.

Blum particularly delights in this last
step because it utilizes what he says is “the
first algorithm in all history.”

Rabin originally developed the oblivi-
ous transfer in April in answer to a prob-
lem suggested by Richard A. DeMillo of the
Georgia Institute of Technology. Is it
possible for two people to exchange se-
crets without the help of a trusted third
party? This looks impossible because if
one person reveals his secret first, then
the other person can refuse to divulge his
secret in return. However, Rabin solved
the problem in a few days, in the process
applying randomization algorithms he de-
veloped six years earlier and inventing the
oblivious transfer. He was able to make the
probability of cheating as small as he
wished.

Rabin was intrigued by the result. “What
is provably impossible by classical
methods becomes practically possible
through randomization,” he says.

In July, Rabin visited Berkeley and heard
that Blum and a student, Sylvia Micali,
were working on the coin-toss problem
and had come up with a complicated solu-
tion. Rabin saw within minutes that his
oblivious transfer method provided a
better, simple and strong solution for the
coin-toss problem. Soon after, Blum
applied the oblivious transfer to create a
protocol for certified mail (mail sent in
exchange for a receipt) that could be used
with computers and reduced the chances
of cheating considerably.

One complaint of some businessmen
who use certified mail is that although
they get a record that the message has
been received, they do not get confirma-
tion of the content of the message. This
allows the possibility of deliberate or ac-
cidental misunderstanding of the intent of
the message.

Blum developed a protocol that he
thinks allows certified mail, such as con-
tracts, to be sent directly from one com-
puter to another without the need of an
intermediary. In his system, the sender au-
tomatically gets a receipt that also con-
firms the nature of the message.

Blum’s certified mail protocol uses the
oblivious transfer in the same way it was
used in the coin-toss example. The differ-
ence is that the sender, Alice, encodes her
message as a string of digits in 10 numbers
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she sends to Bob for factoring. The num-
bers are constructed so that Bob must
factor all ten in order to find the message.

As in the coin-toss example, Bob picks a
number at random and runs through the
oblivious transfer. Depending on Alice’s
response, he may or may not be able to
factor the first number. Then he goes on to
the second number, runs through the al-
gorithm, and so on until he has tried all
ten. After completing this first stage, Bob is
likely to be able to factor some, but prob-
ably not all, of the numbers. Bob then re-
peats the procedure, again running
through all of Alice’s numbers in the same
order as before but with new random
numbers. He continues through these
stages until he has enough information to
find the factors of all 10 numbers. On the
average, this takes three or four stages of
running through all 10 numbers that Alice
sent.

Eventually, Bob has the information to
find and decode Alice’s message, and Alice
has a record of Bob’s efforts. The collec-
tion of Bob’s requests constitutes her
receipt. If there were a dispute over the
receipt of the message, a judge could de-
termine from the record of the transaction
that Alice provided enough information
for Bob to factor the numbers, and that
Bob must have received the message she
sent.

This method, with some modifications
and additional safeguards, can also ensure
contracts are signed simultaneously in dif-
ferent parts of the world. Traditionally,
businessmen or diplomats have gathered
in one place to sign a document according
to a prescribed ritual so that no person
gains an advantage over anyone else. If the
parties to a contract are in different lo-
cations, then, without a protocol, one
party can delay signing a contract and
possibly gain an advantage.

Blum suggests this problem can be
avoided if participants use a form of com-
puter certified mail, but in a two-way
rather than a one-way sense. The contract
would include a clause that states that the
contract is valid only if both participants
have both contract copies and receipts.
Each of the parties sends a contract and
receives a receipt, which can be inter-
preted as a signature. Only if the transac-
tion is completed by both sides will the
contract be valid.

So far, the oblivious transfer algorithm,
together with randomization techniques
to reduce the probability of cheating, has
proved applicable to a variety of human
problems associated with using com-
puters. Rabin does not expect his results
to be applied extensively until electronic
mail becomes more common and busi-
nesses begin to conduct more transac-
tions through computers rather than with
paper and ink. However, within a decade,
he predicts, the ideas he, Blum and others
are working on will be important to many
people. O
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