DOE eases restrictions on unclassified nuclear information. . .

At a public hearing last week, Depart-
ment of Energy (DOE) officials listened
to comments on the second draft of a
proposal outlining tighter controls on nu-
clear defense-related information to guard
against terrorist action. The consensus of
public response: The new regulation is
improved, though certain definitions re-
main vague, and government interference
with information flow is still adamantly
opposed.

DOE originally presented the proposal
in April 1983. Written in vague language,
the regulations sparked protest from more
than 100 representatives of unions, libra-
ries, universities and other groups that ob-
jected to the proposal’s broad restriction
of unclassified information. The DOE
statement at the hearing claimed that the
earlier version was misinterpreted. “The
thing we were most concerned with and
wanted to counter was the spread of nu-
clear technology, to reduce the spread of
weapons,” Paul R. Laplante of DOE’s Divi-
sion of Policy and Analysis told SCIENCE
NEws.

The proposed regulations stem from a
1981 congressional amendment to the
Atomic Energy Act. That amendment calls
for “minimum restrictions” on unclassi-
fied information that may contribute to
the illegal production of nuclear weapons

or to the chance of sabotage on the DOE-
operated weapons production program.
Under this mandate, DOE coined the
phrase “Unclassified Controlled Nuclear
Information” (UCNI) to describe any in-
formation relating to the design of nuclear
reactors and other facilities, nuclear
weapons and the security of nuclear mate-
rial.

DOE officials will decide which among
the department’s 25,000 annual doc-
uments are UCNL. Information from DOE
contractors will be reviewed and any UCNI
will be censored before the information is
released to the public under the Freedom
of Information Act. If a document is UCNI,
it will be available only to DOE contractors
or others with a “need to know.” The pen-
alty for leaking UCNI: $100,000.

The first rule was most criticized for the
sweeping authority it gave DOE in decid-
ing what is UCNI. The revision spells out
that the label will be minimally applied
and only to defense matters. It also stipu-
lates that basic scientific and certain
health information be excluded from UCNI
and that a quarterly report identify the
kind of information that has not been re-
leased.

Sandra K. Peterson, documents li-
brarian at Yale University, spoke at the
hearing on behalf of the American Library

Association in Chicago, one of the largest
groups to oppose the original proposal.
She commended DOE for responding to
most of the earlier criticisms. “The law
that restricts access to unclassified infor-
mation shouldn’t be written up, but given
that law, I think these are better regu-
lations,” Peterson told SCIENCE NEws.

Other speakers did not approve the new
draft. Representatives of the Oil, Chemical
and Atomic International Union in Denver
and the United Steelworkers of America in
Golden, Co., opposed the revised rule and
called for all safety information to be
completely excluded from control. The
regulations say such information can be
withheld if it reveals an “exploitable vul-
nerability.”

A statement from the Nuclear Control
Institute and the Natural Resources De-
fense Council, two Washington, D.C., pub-
lic interest groups, expressed agreement
that the UCNI should not include any in-
formation related to worker safety, en-
vironmental impacts or nuclear waste
management.

The UCNI regulation will be followed by
an internal DOE document to detail the
rule’s implementation. DOE has extended
the period for public comment until mid-
October, after the regulation appears
again in the FEDERAL REGISTER. — C. Mlot

. . .as DOD withdraws proposed controls on sensitive scientific data

After months of verbal skirmishing, the
academic community seems to have won
its battle with the Department of Defense
(DOD) over restrictions on the publication
of scientific research results. The pro-
posed category of “sensitive” data, which
some Pentagon officials wanted for con-
trolling material in the “gray area” be-
tween unclassified and classified informa-
tion, has disappeared. In addition, recently
proposed revisions of regulations govern-
ing the export of technical data generally
exempt “fundamental” research from ex-
port controls.

The first major breakthrough occurred
last May when Edith W. Martin, deputy
undersecretary of defense for advanced
technology, announced at a congressional
hearing that DOD was circulating a draft
directive establishing a national policy for
controlling the flow of scientific and tech-
nical information. Under this policy, the
only mechanism for controlling funda-
mental research produced by universities
under contract to U.S. government agen-
cies is classification. “No restrictions may
be placed upon the conduct or reporting
of fundamental research that has not re-
ceived national security classification,”
the draft states.

Last week at a meeting of the DOD-
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University Forum’s Working Group on Ex-
port Controls (SN: 3/31/84, p. 199), David A.
Wilson, representing the University of
California, tackled the issue of how the
term “fundamental” should be defined.
One simple approach is to use DOD
budget categories that divide research
funds among basic research, exploratory
development work and advanced tech-
nology development. Wilson suggested
that all research done on campus that falls
within the first two categories be consid-
ered fundamental. Contracts for research
in the third category could specify that
DOD be allowed a period of time to review
any prospective publications and make
comments, but the final decision on what
to do would be up to the university and the
researcher. “We will decide what’s pub-
lished,” said Wilson.

At the meeting, Pentagon officials
seemed happy to accept this kind of ar-
rangement. “The best thing we candois to
keep it simple,” said Leo Young, director of
DOD's research and laboratory manage-
ment office. DOD can always use its right
to classify information if it is necessary for
national security reasons. Any such re-
strictions would be clearly noted in re-
search contracts between DOD and uni-
versity researchers.
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The discussion left university repre-
sentatives generally satisfied. “I hope the
problem is gone,” said Gerald J. Lieberman
of Stanford University. The draft policy
statement, now being reviewed by the Of-
fice of Science and Technology Policy
(OSTP), is expected to become Reagan
administration policy soon. All agencies
will then have to implement the policy.

OSTP has also become deeply involved
in the revision of the Department of Com-
merce’s export control regulations. Earlier
drafts of the regulations would have re-
quired a validated license for the export
(publication) of virtually all “critical tech-
nical data” (SN: 2/25/84, p. 117). An OSTP-
chaired interagency committee is devel-
oping a definition of fundamental research
and an approach that will eventually sub-
stitute controls specified within govern-
ment-university contracts for Commerce
Department licensing requirements.
Within a few weeks, OSTP is also expected
to appoint an advisory panel on scientific
communication to review the committee’s
work.

Said Lieberman, on hearing of the prog-
ress in revising the export control regu-
lations, “This is about the best news we
have had on this front since the DOD pol-
icy statement in May.” —1 Peterson
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