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AS COMPUTER
CHIPS GET SMALLER,

THEY BECOME INCREASINGLY

By JANET RALOFF

he U.S. military’'s growing depend-

ence on the proper functioning of

computers has caused it to specify
that each computer chip it purchases
must first pass reliability testing. After all,
itdoesn't want to risk having a dud guiding
the warhead aimed at an enemy or falsely
signaling the approach of nonexistent hos-
tile missiles. However, detecting “sick”
chips is difficult. In fact, according to re-
searchers, some of the very tests meant to
diagnose congenital abnormalities in a
chip's integrated circuitry may themselves
induce damage that will cause an appar-
ently healthy chip to fail prematurely.

Clemson (S.C.) University electrical en-
gineer Michael Bridgwood is exploring
this problem, particularly as it is likely to
affect the “next generation” of chips —
those whose components will be on the
order of a micron or less in depth, width or
height.(There are about 25,000 microns to
the inch.) These Very Large Scale Integra-
tion (VLSI) devices, now under develop-
ment, might depend on thin-film in-
sulators only 100 angstroms ('/2s0 micron)
thick to keep densely packed chips from
developing short circuits.

Bridgwood has demonstrated that such
thin insulators can be ruptured by a short
current impulse having a voltage only a
fraction of the 3.500 to 4.000 volts needed
to create a detectable static-electricity
shock in humans. Such a pulse could be
delivered unintentionally and unknow-
ingly to a chip during its manufacturing
through contact with either charged hu-
mans or equipment.

Although most commercially available
chips are also potentially susceptible to
this type of damage. future chips will be far
more so, owing to their smaller size.
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ELECTRICAL DA
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here exist a few chips, however —

mostly ones commissioned for mili-

tary or space applications — whose
component devices are already so small
that they are vulnerable to degradation
not only by routine operation but also by
the simple tests meant to establish that
they work. Bridgwood’s studies are focus-
ing on devices such as these.

“Under an electron microscope, [such]
a chip hit with about 80 volts looks as if it's
had a bomb dropped on it,” Bridgwood
says. However, he points out, roughly 95
percent of such cratering holes that he's
inducing do not cause a permanent elec-
trical short circuit. So chips with this type
of damage would pass all electrical tests
designed to measure reliability, he says.

That means a device shipped to unsus-
pecting users as a tested, fully functional
and healthy chip could in fact be damaged.
And the severity of the damage would
likely lead to early chip failure, he says.
How the cratering damage causes such la-
tent, premature failure is still an issue of
some conjecture, Bridgwood notes. One
hypothesis he’s studying is that metallic
shrapnel from the cratering event might —
under the influence of electric currents
and the heating they cause — migrate
through the newly created flaw to cause a
short circuit.

Bridgwood’s work has demonstrated
that electrical testing of circuits, a stand-
ard reliability test, can itself cause damage
that reduces chip life — if the chip uses
thin oxide films as insulators between
conducting components. Ironically, this
test, which intentionally passes a short
electrical pulse through chip circuits to
simulate normal operational use, is in-
tended only to detect whether newly fab-
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Hole melted through a computer chip’s
circuit wire and underlying insulating
oxide film. Caused by electrostatic dis-
charge, the hole created an electrically
conducting path through what should
have been an insulator The resulting
short circuit caused this chip to fail.
(Magnification X 4,180.)

ricated chips are functional.

Here the problem is one of “charge
trapping,” Bridgwood explains. Oxide
films on the order of 100 to 200 angstroms
thick are not foolproof insulators, he
points out; there is always a probability
that they will allow some current to “tun-
nel” through them. If it does, some of the
associated charge can become trapped in
the oxide, changing its characteristics,
Bridgwood says, “and eating into the
lifetime of the device.”

The oxide films on many of today's
Erasable Programmable Read-Only
Memories (EPROMs, which are frequently
used in industrial computer-controlled
systems), are thin enough to make these
chips susceptible to charge trapping.
While this charge trapping will also occur
during normal operation of susceptible
devices, Bridgwood points out that “you
can get significant wearout due [just] to
the initial testing.” And as other devices
are made increasingly smaller, the thick-
ness of their insulators will also decrease
— moving them into the EPROMs’ regime.
Bridgwood says that means smaller, more
densely packed “next generation” chips
will be increasingly vulnerable to this in-
visible and life-threatening damage.

he picture that’'s emerging, says Billy

Livesay, a chip-reliability engineer at

Georgia Institute of Technology in At-
lanta, is that when chips get small enough,
any useful test may itself prove destruc-
tive to healthy chips.

It's all a factor of scale, he says; with
micron-scale VLSI devices, some of the in-
dividual components packaged into a chip
are only 20 to 100 atomns thick. And on this
scale the tensile and electrical integrity of
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This craterlike defect, less than I micron
in diameter, shows the impact of 80 volts
of electricity on a test chip. Causing no
permanent short circuit, this life-
shortening flaw would likely pass
undetected through rigorous quality
control programs designed to detect
defective chips.

materials can degrade more readily, be-
cause the natural motion of atoms exerts a
proportionately greater effect.

Though present-generation devices —
often designated LSI, for Large Scale Integ-
ration — are generally less vulnerable to
electrostatic-discharge damage, they are
far from immune. Manufacturers have
been struggling for years to build protec-
tive circuits into every chip they can.
These circuits are designed to shunt elec-
trical impulses—such as those associated
with static electricity —away from vulner-
able components. “But | personally have
seen protective circuits fail,” says Art C.
Trigonis, as NASA's Jet Propulsion Labora-
tory in Pasadena, Calif.

Moreover, he points out, “When you in-
troduce a protective circuit, you introduce
capacitances [the ability of materials to
store charge] — and they won't allow the
device to operate up to the speed for
which it was designed,” he says. As a re-
sult, many chip designers sacrifice the po-
tential benefit of a protection circuit
against the added speed or space it frees
up.

At a recent symposium, Trigonis re-
ported on a number of electrostatic dis-
charge failures among a type of LSI tran-
sistor that had been installed in equip-
ment being readied for use abroad the In-
frared Astronomy Satellite (IRAS) space-
craft. “These devices were already in-
stalled in the hardware,” he says “and in
the process of preliminary electrical test-
ing and handling they were failing.” His
investigation eventually showed that the
equipment designers had inadvertently
chosen a particularly sensitive device —
one that was 704 times more sensitive to
electrostatic discharge than a different but
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functionally equivalent transistor that ul-
timately replaced it.

Had this problem developed some-
where else, it might not have been diag-
nosed as such. Trigonis’s lab is one of only
a handful worldwide that's equipped not
only to identify the failure site on a dam-
aged chip—even if it's internal —but also
to identify whether the failure was caused
by electrostatic discharge or a manufac-
turing defect.

Eighty percent of Trigonis’s analyses are
conducted on integrated-circuit chips or
discrete electronic components bound for
NASA projects; the rest are for devices
used in programs funded by the Depart-
ments of Energy and Defense. Admittedly,
Trigonis says, “Most of the devices are
state-of-the-art,” meaning they are among
the smallest, fastest or most densely
packed —and therefore the most vulnera-
ble. “But what we're finding,” he told Sci-
ENCE NEws, “is that electrostatic dis-
charge is getting to be a major problem as
far as [device] failures are concerned.”

To some extent, the problem can be
minimized by ensuring that chip fab-
rication, packaging and testing take
place under ultra-clean, static-free condi-
tions. However, most manufacturers and
chip examiners believe they are doing that
already — and yet electrostatic-discharge
damage still occurs.

Sometimes it results from accidents:
Even the most skilled technicians occa-
sionally pick up a big charge by uncon-
sciously carrying plastic into an antistatic
workstation. Then there’s the issue of
semiconductor purity. Any incidental flaw
can render a relatively tolerant chip more
sensitive. Finally, as manufacturers try to

limit static buildup and contamination in
chip handling through total automation,
they are finding that even equipment can
acquire charge buildups that eventually
result in discharge damage to chips.

The shape and energy distribution of
the pulse discharged by equipment is dif-
ferent and its delivery quicker than those
given off by charged humans, Bridgwood’s
work shows. As he focuses on modeling
this “charged-device” situation, Bridg-
wood is attempting to characterize how a
pulse gets distributed through a circuit, in
this case, a capacitor — how quickly it
takes damage to occur, where the damage
site is most likely to develop and what fac-
tors, such as shape or materials composi-
tion, will slow an entering pulse.

“Our hope is that by redesigning the
shapes of components and devices in in-
tegrated circuits,” Bridgwood says, “you
can spread the energy concentration —to
limit or eliminate damage.”

One of the techniques NASA has used to
get around the problem of potentially un-
reliable chips is to install multiple,
identical devices in critical systems. Then
if one or two fail, there will still be several
operating backups. Where these devices
are involved in decision-making—such as
deciding if it's hot enough to turn on a
cooler — the system takes a poll of the
installed devices, hoping that this democ-
racy will lead to accuracy when there is a
diversity of opinion.

The Defense Department has begun in-
house retesting of chips where reliability
is especially critical, Livesay says. They do
it to verify their suppliers’ own reliability-
testing programs. “It's a shame that they
have to do this rescreening,” he says, be-
cause it undoubtedly further degrades the
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Left and center photos offer different magnifications of the same cratering defect — one of four caused by a single 100-volt discharge.

A 75-volt pulse damaged the device at right. Filamentous lines in center and right photos show ejecta — mainly melted aluminum —
expelled at greater than 500 meters per second during the discharge event. The discharge’s ejection of these hot materials could
damage any nearby VLSI components, making this an additional reliability concern. (Iyum = 1 micron.)

useful lifetime of the surviving parts. “But
what it buys in increased reliability may
well be worth it.”

The farther a weak chip gets embedded
into a large system, the more costly it be-
comes to replace. It may cost several
hundred dollars to diagnose and replace a
failed 50¢ part, once it has been soldered
into a printed-circuit board. Livesay esti-
mates, based on military and industry
data, that costs can escalate to $10,000 if
the damaged part isn't caught until after
it's been installed in an airplane or missile.

The big problem, Livesay and others
agree, is how to ensure that a functional

chip is not harboring a life-threatening
flaw. Many of the flaws are too small to
view with regular microscopes. And thor-
oughly scanning a complex chip with an
electron microscope could take several
days, Livesay says. What's more, he notes,
electron bombardment of small-scale
chips during scanning-electron microg-
raphy can itself damage some of their
more sensitive devices.

In the old days, engineers got around
the problem by making all of their compo-
nents—including insulators—big. But the

component devices, pushing them into in-
creasingly vulnerable regimes.

Explains Bridgwood, “Ten years ago, we
never described a device as wearing out.
Once you got it going, you assumed it
would keep going—virtually forever, as far
as anyone was interested.” But as devices
get smaller, their wearout time gets
shorter — and therefore more obvious. In
fact,a consensus seems to be growing that
this mushrooming reliability problem will
turn out to be—far more than any physical
manufacturing constraints — the domi-

drive for speedier computing has led to a nent factor limiting the smallness of chip
reduction in the size of chips and their components. a
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The Particle Connection is a firsthand chronicle of the
pursuit and discovery of a crucial missing piece in the
vast picture of the nature of matter. Working with the
world’s most powerful accelerator, scientists at CERN,
Europe’s center for research in particle physics, have
succeeded in confirming the existence of the “W” par-
ticle. This particle carries the “weak” nuclear force,
which accounts for radioactive decay and the proc-
esses that fuel the sun.

Christine Sutton participated in the revolutionary
research at CERN. In The Particle Connection she gives
us an authoritative account of the exciting progress of
this enormously important, Nobel Prize-winning proj-
ect. She also explains, with clarity and imagination,
the arcane physical concepts underlying this ground-
breaking work.
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