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Letters

Sharing vs. securing

Your discussion of computer security
(“Risky business: Tackling computer security,”
SN: 12/15/90, p.373) collapses a crucial distinc-
tion between destructive tampering with elec-
tronic information and mere access to it.

By assuming that access itself, even to
“nonmilitary, unclassified” systems, should
be controlled, and that “information” is a
possession to be guarded from “theft,” we
abandon a basic value of enlightened democ-
racy. As the public library and public univer-
sity cease to be our models for the open
sharing of information and ideas, thought itself
— and, of course, its attendant power —
becomes the property of an elite, with com-
puter languages replacing the Latin encoding
with which knowledge was once withheld from
the masses.

Bruce Henricksen
Professor of English
Loyola University
New Orleans, La.

FEBRUARY 9, 1991

The National Research Council (NRC)
urges the creation of a “not-for-profit, federally
sanctioned organization to tackle the prob-
lem” of computer security, you report. But
such an organization already exists. It's the
National Computer Security Center (NCSC), a
branch of the National Security Agency (NSA).

NCSC maintains criteria for rating computer
systems in terms of their security abilities. The
rating is a letter-number designation, the high-
est being Al It's intended to be fair and
rigorous enough to use as a criterion in federal
procurements. By controlling how large
amounts of money are spent, it can act as a
powerful stimulus to computer manufacturers
to improve security. NCSC and the National
Institute of Standards and Technology (NIST)
also give annual security conferences.

If these folks were less than dead serious
about security, or if they weren't too bright, or
if they had an unresponsive attitude toward
taxpayers, | would go along with the NRC
panel’s recommendation to form a private
“Information Security Foundation” in compe-
tition with them. But since that has not been
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my experience with them, it would make more

sense to at least check out what they're doing,
and see if it doesn't already fit the bill.

Steve Seaquist

President

U-1100 Systems & Applications, Inc.

Temple Hills, Md.

In describing the NRC report, panel chairman
David D. Clark states: “Government agencies
such as NSA and NIST, as well as several trade
organizations, have made some strides recently
in improving computer security. Our committee
concluded, however, that none of these organiza-
tions is properly positioned for the multifaceted,
large-scale task of moving the market and the
field forward.”

In the report itself, the panel states: “Because
of its defense-oriented charter, the NSA cannot . . .
more actively foster development or widespread
dissemination of technology for use in the non-
classified or commercial world. Indeed, its de-
fense-related focus — specifically a focus on
systems that process classified information — has
been narrowed in recent years.” — . Peterson
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