Phone glitches and other computer faults

The widespread disruption of local
telephone service in three separate areas
last week serves as a dramatic example
of what can unexpectedly go wrong in
complex, computer-controlled systems.
These incidents demonstrate how a
seemingly minor, isolated fault can trig-
ger a massive system failure when system
designers, developers and operators fail
to anticipate all of the problems that can
possibly occur.

In some instances, a few minor prob-
lems can add up to a huge disaster, says
computer scientist Peter G. Neumann of
SRI International in Menlo Park, Calif.
“We may think we are dealing with inde-
pendent problems, but a confluence of
unrelated or seemingly unrelated events

.. may cause the system to behave in an
unanticipated way."

Neumann presented his nominations
for the “computer-related risk of the
year” at last week’s conference on com-
puter assurance (COMPASS '91), held at
the National Institute of Standards and
Technology (NIST) in Gaithersburg, Md.

As an example, Neumann cited the Feb.
25 failure of a Patriot missile battery to
track and intercept an Iraqi-launched
Scud missile, which subsequently struck
a warehouse used as a barracks for U.S.
forces at Dhahran, Saudi Arabia. The fault
was traced to a 0.36-second error in the
timing of a software-driven clock used for
tracking the incoming missile. That error
was large enough to prevent the system'’s
radar from locking on to its target.

But several other factors exacerbated
the problem. The original specifications
for the Patriot were based on the assump-
tion that the system would operate con-
tinuously for no more than 14 hours
before being shut down for maintenance.
With that in mind, its computer program-
mers decided to use a set of equations for
the tracking clock that happened to pro-
duce answers with an error of a millionth
of a second per second. Such an error
would normally pose no serious diffi-
culties—if the system were shut down and
reset after 14 hours.

But the crew operating the Dhahran
battery didn't know about the accumu-
lated clock error. By the time the Scud
missile appeared, they had been running
the system for 100 hours without any
discernible problems. By then, however,
the clock error had grown large enough
to make a difference, especially for track-
ing a missile traveling at six times the
speed of sound.

Ironically, U.S. Army personnel had
identified the timing problem a week
earlier and produced a corrected soft-
ware cassette. The new cassette, de-
livered first to Patriot batteries close to
the Iraqi border, didn’t arrive in Dhahran
until the day after the Scud attack. Mean-
while, no one had warned the Patriot
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crew of the fault.

“A combination of circumstances led to
the deadly results,” Neumann says. “A lot
of the things that we think of as multiple
events are actually correlated in some
hidden way that nobody recognizes.”

Last week’s disruption of telephone
service in Washington, D.C., and neigh-
boring states apparently started in a
single, faulty circuit board at a computer
facility in Baltimore, one of four centers
used by the Chesapeake & Potomac Tele-
phone Companies to route local calls. By
itself, the circuit-board failure wasn't par-
ticularly serious, but it somehow trig-
gered a catastrophic response in the
computer software running the system.

Similar service disruptions also oc-
curred on the same day in the Los
Angeles area and a few days later in
Pittsburgh and western Pennsylvania. In
all three cases, the local telephone sys-
tems failed to cope with the effects of
suddenly overloaded telephone lines.

Although no one has yet identified the
precise causes of these telephone-system
collapses, investigators are centering
their attention on possible software
glitches in Signaling System 7, a recently
installed, sophisticated communications
system for telling telephone switches

over which routes to send calls. AT&T’s
long-distance telephone network has an
equivalent but unrelated communica-
tions system for routing calls between
switches in different parts of the country
(SN: 2/16/91, p.104).

Some computer experts suggest that
even more instances of telephone-system
disruptions and other computer-related
failures will occur in the future. “The
number of problems is increasing,” says
Dolores R. Wallace of NIST. “We know
there are a lot of things out there waiting
to happen.”

Neumann agrees. “We can't seem to
learn the lessons well enough to avoid
running into the same problems in the
future,” he says. “Things are getting
worse faster.”

One difficulty is that computer-system
designers and software engineers aren't
using many of the innovative techniques
now available to improve system re-
liability and avoid software errors. “I
don't think it has anything to do with a
lack of desire to do the best job possible,”
Wallace says. “They just don't understand
what they need to do the best possible
job.”

“We certainly need a lot more research
into technology to find good ways of
doing things,” she adds, “but equally
important is taking what we have and
getting it into practice.” — I. Peterson

The eruption of
Mt Pinatubo could
chill the Earth §
slightly for the next
few years and hasten
thedestruction of the ¥
ozone layer over
large portions of the
world, say scientists {¥i
who are tracking the |
volcanic gas cloud H
as it spreads west-
ward from the Phil-
ippines.

Satellite data indi-
cate the June 15 blast §
lofted 15 to 20 mil-
lion tons of sulfur di-
oxide into the strato-
sphere, making this

white.

Maryland in College Park.

possibly the largest volcanic eruption of the century, says Arlin Krueger of the
NASA Goddard Space Flight Center in Greenbelt, Md. The satellite image shown here,
taken on June 18, shows the early growth of the sulfur dioxide cloud, which appears in

Sulfur dioxide gas joins with water vapor in the atmosphere to form tiny droplets of
sulfuric acid, which can remain aloft for several years after an eruption. By reflecting
sunlight back into space, the droplets exert a cooling influence, which could
temporarily counteract the warming effects of increasing greenhouse gases. The 1982
eruption of Mexico's El Chichon depressed global temperatures by 0.2° Cto 0.3° C, and
Pinatubo could have an even greater effect, says Alan Robock of the University of

El Chichén data also indicate that sulfuric acid from volcanoes can accelerate
stratospheric ozone destruction in the polar regions and midlatitudes.

Volcano could cool climate, reduce ozone
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